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ETHICAL HACKING

[η″c:3 11ollrs

(Maximun marks : I00)

PART - A
(Maximum malks : l0)

I Answer a/l questions in one or two sentences. Each question caEies 2 marks.

l Define ethical hacking.

2. What is mandatory access conhol ?

3. Differendate between port scanring ajd ping swe€ping.

4. What is a null session ?

5. what is an access point iD wireless networks ?

Marks

(5× 2‐ 10)

PART - B

(Maximum mark : 30)

II Answer anyfve of the following questions. Each question carries 6 marts.

l. Differentiate DoS and DDoS.

2. Explain about adware and splvare.

3. Explain the method of DNS zDne transfer

4. Explain two port scaming tools.

5. Explain the counter measues agaiDst Linux attacks.

6. Explain war &iving.

7. Explain the components of a wireless network. (5x6 : 30)
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UNrr - I

Marks

(→ Explam■ vo ncmork atucks

lbl Explam about TmJan pmgram

OR

IV (a) Explain virus€s and worms

(b) Explain how to ptotect agaiist malware attack.

UNr - Il

(a) Explain four gPes of Port sem.

(b) Explain how to craft an lP packet.

Or

(a) what is social engineering ? Explain two social engin€ering attack'

ft) Explail how to conduct ping sweeP.

Urirr - III

(a) Explain two tools for i&ntifyiag Linux rdnerabilities'

(b) Explain about NetBlOS.

ⅥII(め

0

Explain windows frle systLm.

Explain what policies should be taken for windows password and authentication'

UNIr - lV

Explain web application vulnerabilities.

Explain the counter measures against wireless attacks

OR

Ⅸ tal

O)

(a) Explain tlre tools used by web attackers.

(b) Explain the componeds ofa web application
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